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Registration Requirements  

The first step in registering your business for Internet Banking, is to ensure you have the 

following requirements:  

 

 Site Administrator:  

 
Your Company will be required to assign a Site Administrator , who will be responsible for 

the Companyõs internet banking profile, as well as adding company users, and assigning 

permissions to these users.  

 

 

 New Customer ID  

 
New Customers : Your Customer ID will be given to you at the onboarding stage  

 
Existing Customers : Your Customer ID would have been communicated to you via 

letter/email. If you have not received this information please contact your Engagement 

Lead/Relationship Manager . 

 

 

 

 Mobile Device  

 

RepublicOnline requires that all users register a mobile device which will be used as the 

second -factor authentication device when logging in.  
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Existing Customerõs Registration Process  

 

  

Existing Customers ! 
HereƜs what 
you need to 
doƤ 

Company Official/Director/Site Administrator  must:  

 

¶ Identify your Companyõs Internet Banking Site 
Admininstrator.  

 

¶ Attend virtual demo/training session with the Bank 

officials.  

 

¶ Complete the Registration form provided with usersõ 
details.  

 

¶ Obtain authorization from Companyõs Authorised 

Signatories (as noted on the company mandate 

held at the bank)  and include company stamp on 

document.  

 

¶ Return completed registration form to the Bank.  

 

 
 

  

STEP 1 

Once the users have been created  an email notification will be sent to the email   

addresses registered on the form, confirming  that the ir Companyõs IB profiles 

ha ve  been created . 
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Site Administrators:  

 

¶ Retrieve email sent from the Bank with the 

temporary password assigned.  

 

¶ Log on to Online Banking from the  website using  

the username selected at registration and the 

Temporary password sent via email from the 

Bank. 
 

¶ Complete the first loging process and setup of 

security devices  ( refer to First login process on 

pg 25) 

 

¶ Proceed to c reate/setup other company users 

as required.  

 

 

STEP 2 
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New Customerõs Registration Process 

 
 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
 

 

 

 
 

 

 

 

 

 

 

Company Official/Director/Site Administrato r 

 

¶ Log on to Online Banking from the  website  

 

¶ Go to the bottom of the screen in the Register for 

RepublicOnline section and select the Corporate  

link (as shown below)  

 

  

For our  
New CustomersƤ 

STEP 1 
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¶ Complete the 5-step  process, (see page 10), to register your company/business.  

 

¶ Print completed form and obtain authorization from Companyõs Authorised Signatories 
(as noted on the company mandate held at the bank)  and include company stamp on 

document.  

 

¶ Scan completed form and forward to RBBBcorporateibreg @rfhl.com  

 

 

 
               

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Once the user has been created  an email notification will be sent to the email   

addresses registered on the form, confirming  that the Companyõs IB profiles ha s 

been created  

Site Administrator   

 

¶ Retrieve email sent from the Bank with the 

temporary password assigned  

 

¶ Log on to Online Banking from the website using 

the username selected at registration and the 

Temporary password sent via email from the 

Bank. 

 

¶ Complete the first loging process and setup of 

security devices ( refer to First login process on 

pg 2 5) 

 

¶ Proceed to c reate/setup other company users 

Proceed to the site and create/setup other 

company users as required . 

 

 

STEP 2 
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The Online Registration Process  
includes the following five (5) steps:  

Step 1: 
Accept Terms and Conditions  

Step 2: 
Input Businessõ and Company õs 

Information    

Step 3: 
Input Administratorõs Info  

Step 4: 
Confirm Data     

Step 5: 
Download Registration Form and 

Obtain Autorization   
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Step 1: Accept Terms and Conditions  

 

 
 

 

- Please read the Republic Online Terms and Conditions carefully  

 
- Select the radio button labelled òAccept Terms and Conditionsó once completed 

and   to proceed.  
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Step 2:  Input Businessõ and any Associated Companyõs Information 

 

 

 

 
 

 

 

- Please input the name of your business in the field provided  

- Select the ôAdd Companyõ option to input all associated companies.  

o For each company, the company name and  customer ID are required (as 

shown below).  

 

 
 

All mandatory fields will be denoted by the blue bar at the beginning of the field.  
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- Once you have finished inputting your company/companiesõ information, you will be 

redirected to the screen above . 

- Select  to proceed to step 3 . 

 

 

 

 

 

 

 

¶ BUSINESS NAME: If your business comprises a group of companies, the 

business name would be the group name and then each company should 

be listed under the ôAdd Companyõ option. 

 

If you only have one company then the Business Name and Company Name 

would be the same.  

 

 

¶ CUSTOMER ID: The Customer ID will be provided by the Bank either at 

registratio n or, via mail. If you have not receive d your Customer ID, please 

contact your Engagement Lead.  

 

#########
# 
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Step 3: Input Administratorõs Information 

 

 
- Please enter the details of the Company Administrator  (your details) . 

- Once completed s elect  to proceed to step 4. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

¶ ID type and Number : These will be used for future instances where the  

                                    user needs to be verified  

 

¶ Date of birth : Used to validate the age of the user. All Corporate  

                       RepublicOnline users must be 18yrs or older.  

 

¶ Email:   This email will be used to confirm registration of user, send  

             temporary passwords (OTPs) and any future correspondence for  

             resetting the userõs account. 

 

¶ Mobile Number:  Mobile devices are required to be registered for se cond  

                           factor authentication.  

 

¶ Username:  All users have the flexibility of creating their own unique  

                   Username  (alphanumeric/ no specia characters allowed ) 
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Step 4: Registration Data Confirmation  

 

 
 

- Once all the required data has been entered, you will be required to confirm the 

details on the confirmation page.  

- Confirm the reCaptcha by selecting the radio button labelled ôI am not a robot õ. 

- Select  to proceed to Step 5.  
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Step 5: Authorisation  

 

 
When the data is verified , the user will receive the confirmation message above, confirming 

that the request has been submitted to the Bank for approval.  

 

 
 

 

 

- Click on the to retrieve the registration form.  

 

 

 

The request will not be approved until the bank receives and validates the 

authorized registration form which bears the Dir ectorõs signatures and company 

official stamp as listed in the Bankõs records. 

 

 

 

########
## 

test@email.com 
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- Print the form and pass to the relevant company authorities who must sign and affix 

the company stamps on the form.  

¶ Scan and s ubmit the authorized form  to RBBBcorporateibreg@rfhl.com  

 

 
 

 

 

 

########## 

########## 

########## 

TEST 

TEST 

TEST 

test@email.com 

When the request is approved, the System Administrator will receive an email 

notification.  

 

 

mailto:RBBBcorporateibreg@rfhl.com
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What makes the site 
secure? 
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What will I need to access the system? 

 

To access th e application , you will need the following : 

 

 Username:  

-  Users can set their own username at registration. The username is not case sensitive, 

but it must be unique and alphanumeric (i.e. comprise letters and numbers). Special 

characters ( e.g.  "@", "_" or ò) are not permitted.  

 

 Password :  

-   Users set their password during the registration process.  

            (See Password guidelines on page 2 2) 

 

 Security Image:  

- At your first login to the application, you must select one security image from the 

options provided.  

- The image will be used as an anti -phishing device. Thereafter, each time you log in 

to Republic Online , the selected image will be displayed. This helps you to 

differentiate between the correct site versus a phishing site. 
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 Second F actor Authentication Device:  

 

- Users must  register a mobile device, which will be used for authentication when 

logging on.  

- This mobike device maybe a mobile phone or a tablet.  

- Each user will also be required to select the preferred channel from the following 

options:  

 

¶ SMS Code:  

If th is option is selected, each time an attempt is made to access the 

application via the web, a unique SMS code will be generated and sent 

to the registered mobile number, which the user will be prompted to 

ente r.  

 

¶ RepublicMobile App:  

The Republic Mobile App  offers 2 options for us ers: 

 

o OTP (One-time Password)  

Each time the user attempts to login to Republic Online , the system 

will generate an OTP code which the user must retrieve via the 

mobile app, and input on the web login.  

 

o SYNC 

When the user attempts to login to the application via the web, the 

system will attempt to connect or sync with the registered mobile 

device. The user will be required to either òAcceptó or òRejectó this 

connection, before proceeding.  

 

 

 

 

 

 

 

The user will set the username at Registration. All other security features  will be  

 setup thereafter, at the userõs first login. 
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What are the Security Restrictions? 

 

The following  constraints  have been  deliberately imposed in the application to enh ance 

the security and integrity of the system and the transactions conducted online :  

 

 Disabled  Back Button  

If you  select the Back button, the system will terminate the operation and the login page will 

appear.  

 

 Session Timeout Duration  

To enhance the security,  the system is equipped with a  Session Timeout feature which 

enables the application  to log off after 20 minutes of inactivity. The system will advise that 

the session has expired and prompt you to log in again.  

 

 Unique session control  

The system will only allow you to access one session at a time. In instances where you 

attempt to log into the system and there is already an active session using the same 

credentials, a warning message will appear advising that you must cancel one of the 

acti ve sessions before proceeding.  
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What are the Password Guidelines? 

 

Consider the following guidelines when creating your Republic Online  password:  

 

 

The password should contain a minimum of 8 and maximum of 12 characters.  
 

 Avoid using names of pets, parents or friends & 

relatives for your passwords.  
 

 Refrain from using passwords containing all the 

characters in your login ID. For example, if your login 

ID is 'jSmith', then your password should not be 

'jSmithOne'.  
 

 The pa ssword fields will not allow any information to be copied from the clipboard  
 

 Spaces and other special characters are not allowed in the password.  
 

 Change your password at regular intervals.  
 

 Always avoid the use of the ôsaved passwordõ feature offered by any mailing 

application or software.  
 

 Ensure you always logout of the application, terminating transactions and all possible 

activities.  
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What are the Second Factor Authentication Device Guidelines?  

 

The following are guidelines for the use of the second factor authentication device:  

 

 

The device may be a  mobile phone or a separate tablet with a sim card and/or wifi 

accessibility.  

The selected should belong to the Internet banking customer . 
 

 Avoid le aving the device unattended.  

 Always ensure that you use the screen lock.  
 

 Connect to secure WIFI to conduct internet 

banking transactions, as public WIFI hotspots 

may be susceptible to hackers.  
 

 Keep your deviceõs operating system up-to -

date, to ensure that you have the most 

secure and efficient experience.  
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Logging in  
 

 

 

Things I should know about the First Login 

 As the  site administrator , you  will be the first user to access the Companyõs site. You will 

be required to login and complete the setup of your  administrator profile first, then 

proceed to create the profiles of all other userõs required by the Company. 
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 As the Site Administrators , you  can create 2 types of users: Basic  or Administrative  

 All users, when created, will receive an email with a tempor ary password, which they 

must use to access the system for their first login.  

 The first login entails the following  five(5)  step process  for all users: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

What are the steps involved in the First Login Setup? 

Step 1. Login  

You must logon to Republic Online  using the username chosen at registration.  

Login  

Change 

Password  

Set Security 

Image  

Set Security 

Question  

Set Second 

Factor 

Authentication 

Method  
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- Click  to proceed.  

 

 

You will then be redirected to the password  screen .   

  

- Enter the temporary password sent via email and select  to continue to 

step 2.    

 
 

Step 2. Change the password  

When the temporary password is entered, you will be prompted to change the password:   

Users will have the choice of using a virtual keyboard , as an anti -key -logging 

device  
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- Once this step is completed, select   and continue to step 3.  

 

 

 

 

 

 

 

 

 

 

Step 3: Set Secu rity Image  

The òCurrent Passwordó will  be the password sent to the user via email.  

 

The Password selected should be alphanumeric and should not contain 

any symbols.  
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The security image functions as an anti -phishing device. The image selected here, during 

the security setup will appear during all the userõs future logons. This reassure users that they 

are logging into the correct site.  

-                         Select one (1) image fr om the list provided.  

 

 

 

- Click   to be proceed to the following step of the security setup 

process.  

 

      

 

 

- The  option cancels the entire process and redirect s you to the login 

screen.  

 

 

 

Step 4. Set Secret Question  

The chosen image will not be saved until all the steps are completed . 
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The secret question will be used  as a validation  to update personal d ata, security and user 

settings . 

 

 

 

- Enter a secret question (of your choice)  

- Enter the answer to the question in the òSecret Answeró field provided. 

- Select    and proceed to step 5 of the process.  

¶ Return: redirects user to the previous step   

¶ Cancel : takes  user to the login screen  

 

 

 

 

 

Once completed the user will receive the following message.  

You must create  your  own secret question.  The system does not provide any 

templates or options for the secret question.  

 

The secret question and answer are not case -sensitive and special characters  

(e.g.! @ # $ %) are not  permitted for these.  
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- Select    

Step 5. Select Second Authentication Method  

The final step in the process is the setup of the  second -factor authentication  method. This 

security device will serve as an additional layer of security . 

This step involves the enrolment of a separate, mobile device which will be used to  validate 

the user at each login.   

The options available here are SMS and Mobile App.  You will b e required to select one of 

these options and enter the mobile number, to register or enrol the device.  
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Option 1 - SMS:  

Once the SMS option is selected, you must perform the following:  

 

 

 

 

 

 

 

 

 

 

1: Confirm/ Input Mobile Number   

The second -factor authentication device will only be required for web logins 

only . Mobile App. users will not be required to have a separate se curity device 

when accessing the App.  

 

Confirm  Mobile 

Number  

Enter SMS 

Token  

Confirm Action  

1. 

2. 

3. 
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 Input the mobile number you wish to enrol and select  to proceed.  

 

 

 

 

2: Enter SMS Token 

An SMS code/token will then be sent to the mobile number entered. Enter the code  

received in the field labelled òCode ó  

 

3: Confirm Action  

Select  to complete the registration of the mobile device.   

        When this step is completed, you  will be redirected to the Republic Online  dashboard.  

 

 

Option 2 - RepublicMobile App:  

¶ The SMS option requires the user to enter a local  mobile number . 

¶ The prefix for the mobile number being used is also required for registration  

      (E.g.246#######)  

 

Each time an attempt is made to login to Republic Online , you  will receive an 

SMS, containing a code/token which must be entered on the website to validate 

the user.  
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When the Mobile App option is selected, you will be instructed to complete the following:  

 

 

 

 

 

 

 

 

 

 

 

 

1: Download the App   

             The Republic Mobile App is available on both Android and Ap  ple devices.  

             Go to the relevant app store, search for RepublicMobile BB App  and  download.  

              

2: Activate New User  

Download 

Mobile App  

Activate 

New User  

Scan/Enter 

Code  

Confirm  

1. 

2. 

3. 

4. 
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Once the Mobile App has been downloaded, you  will be prompted to activate the 

new user. Launch the App and  select the ôActivate with new user õ option at the 

bottom of the screen  

 

 
 

3: Scan/ Enter the Code  

At this stage the website will display a QR code and a Coupon below.  

 

  

 

 

On the Mobile App, enter your Username, and then, either scan the QR code or enter the 

coupon displayed on the Site.  
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4: Confirm Action  

             Once the code entered has been successfully accepted, select   

             to complete the registration of the mobile device . 

 

 

 

 

 

 

 

The Mobile App offers two (2) options for users.  At each login attempt to 

Republic Online, you  must select either the (i) OTP or (ii) Sync option  

 

Select one  
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OTP  

To retrieve the OTP the user must go to the Mobile App to generate it. Once the OTP is 

obtained, enter it into the required field, and select   to proceed.  

 

 
 

 

Sync 

When the Sync option is selected, the system will attempt to connect to or synchronize with 

the registered mobil e device.  Before proceeding, you must either  Accept or Reject the 

request . 

 

 

 

 

 

 

 

OTPs are generated by the Mobile App on request. These are set to expire one 

(1) minute after being generated. If the incorrect OTP is entered, or, if  it expires 

before being used, you  will be required to generate another one . 
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How to perform a Regular Login? 

 

  
The regular login process entails four (4) simple steps.  

Step 2: Enter the Username:  

Enter your Username in the field labelled 

Enter your username  and click . 

 

Step 3: Enter the Password:   

¶ Enter the password in the field 

provided.  

¶ Ensure that the image displayed is 

the one selected during the security 

setup.  

¶ Select  to proceed.  

 

Step 1:  Access  Republic Bankõs 

website:  

 

¶ Access the site    

¶ Click login  

 

1. 

2. 

3. 

 

Step 2: Enter the Username:  

Enter your Username in the 

field labelled Enter your 

username  and click 

. 
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Step 4: Second factor authentication:  

SMS: If the SMS token was selected as the 

second factor authentication device, 

the system will send a code to the 

associated mobile device via SMS.  

¶ Enter the code in the field labelled 

Code and click  to 

proceed.  

 

 

 

RepublicMobile App :  

If the mobile app was selected second factor authentication 

option, the user must select either the OTP or Sync option . 

OTP: Open the RepublicMobile App on 

the associated mobile device to 

retrieve the OTP  

¶ Enter the OTP in the field provided 

and click  to proceed.  

 

Sync:  Go to the mobile 

device and select  Accept.  

 

-                          Once the sync is complete select  to proceed to the Home Page  

 

4. 
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Site Layout and 
Navigation 
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What does the Homepage contain?  

 
TEST 

 

 

Having accessed t he homepage or dashboard, you can now navigate to the:  

¶ Top bar  

¶ Quick access menu: Quick Menu  

¶ Rotating banner  

¶ Data bar  

¶ Product balance Ribbon    

¶ User Workspace  

 

Quick 

Menu  

Top Bar 

Rotating  

Banner  
Data 

Bar 

User 

Workspace  

ACCOUNT 

The Top Bar and Quick Menu is available on all screens in the application.  

 

Ribbon  
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TOP BAR 
 

 

 

 

 

 

 

 

The Top bar is composed of:  

¶ Side menu or Drawer menu: select this icon to expand the full user menu  

¶ Inbox:  This icon directs you to the message  tray.  

¶ User menu: clicking this option will show the user's information and will allow 

management of security se ttings.  

¶ Logout : click this option  to close off the session  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Tri-bar:  Full 

Menu  Inbox   
User 

Menu  
Log 

off  

TEST ACCOUNT 

Userõs  

Name   
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QUICK MENU 

 

The Quick Menu or quick access menu contains those functionalities most ly used.  

 

The Quick Menu options are:  

¶ Home  

¶ My Accounts  

¶ Transfer 

¶ Pay 

¶ Service Request  

¶ Manage  

¶ Pending Approvals  

Based on the resolution used, the Quick Menu will be located horizontally or laterally  
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ROTATING BANNER 

 

 

 

Through the rotating banner, you are abreast of Republic Bankõs advertising  and 

promotional campaigns, as well as customer advisories or any other targeted 

communications.   
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DATA BAR 

                                             

Through the Data Bar, you can view the Userõs Login Data, as well as some Contact 

Information.  

The top of the pane displays:  

¶ Current date  

¶ Welcome message: "Welcome, òUser First Name"  

¶ Last Login Date: the last date and time the user successfully accessed Internet 

Banking   

¶ IP Address: the last IP address from which the user accessed will be displayed.  

¶ Exit Reason: the reason for the user's last logoff  (e.g. Expired session, or logged out)  

¶ Duration of Last Session: the duration of the user's last session will be displayed.  

 The section below displays the Republic Bank õs contact links and includes:  

Á Email 

Á Facebook  

Á Twitter 

Á You Tube  

Contact 

info.  

User 

Login 

data  
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PRODUCT BALANCE RIBBON 

 

 

 

Figure 1 

Through the Product Balance Ribbon, you can view a summary of your accounts.  

 

These are categorized, and summarizes your Assets and Liabilities. Note, the balances for 

both categories are displayed in BBD and USD(for this exampl e) . 
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THE USER WORKSPACE 

 

 

The user workspace is located on the lower half of the homepage, below the product 

balance ribbon and comprises 5 defined sections:  

1. Relevant Links  

2. Favourite Transactions  

3. Daily Exchange Rates  

4. My Latest  Transfers 

5. My Latest Payments  

 

 

 

 

 

1. Relevant 

Links  

3. Daily 

Exchange 

Rates 

2. Favourite 

transactions  

4. Latest 

Transfers  
5. Latest 

Payments  
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Relevant  Links 

Here, you gain quick access to three of the applicationõs popular or most used 

functionalities ð Payroll Management, Wire Transfers and Corporate Banking.  

 

Favourite Transactions  

This section displays a list of up to 5 transactions that  you can save and m odify accor ding to 

your  needs and preference s. 

 

Daily Exchange R ates  

The daily buy and sell rates for the following  currencies are  displayed and updated for your  

reference:  

- US Dollar (USD)  

- Canadian Dollar (CAD)  

- Pound Sterling (GBP)  

- Euro (EUR) 

- Eastern  Caribbean  (XCD)  

My Latest Transfers 

Through this section, you can view the last five (5) transfers made from Internet Banking. It 

also contains a òView Alló link which provides quick access to the òOnline Activityó page. 

The list displays the tra nsfer type, the nicknames and account numbers of both the debit 

and credit accounts, the currency and amount as well as the date and time of each 

transfer.  

 

My Latest Payments  

Through this section,  you can view the last five (5) payments made from Interne t Banking. It 

also contains a òView Alló link which you quick access to the òOnline Activityó page. The list 

displays the payment type, the nicknames and account numbers of both the debit and 

credit accounts or services, the currency and amount as well as the date, time and status 

of each payment.  
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What can I access through the Quick Menu? 

The quick access menu is a shorter menu, containing the features that are most ly used .  This 

menu is available from any screen within the application.   

 

 

 

The MY ACCOUNTS menu tab  accesses  all the information available about the products 

that they have registered on Republic Online . These include Chequing and Savings 

accounts, Credit and VTM cards, Loans and Certificates of deposit.  

Redirect s the user to the homepage from any page/screen within the  

application.  

 

Quick access list of all the usersõ products including, chequing and 

savings accounts, credit or vtm cards, certificates of deposits and loans.  

 

Expands to display all transfer options available.  

 

All payment options are available via this menu tab.  

 

All customer service requests are available via this tab. This includes stop 

cheque requests and blocking and unblocking cards.  

 

This menu option can be used for maintenance of beneficiaries, alerts, 

payrolls and so on.  (All System Admin. Functions found under this tab ) 

 

This option directs users to the list of transactions that have been 

submitted for their approval,   
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The TRANSFER, PAY, SERVICE REQUEST and MANAGE tabs expand to display the following 

options:  
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The PENDING APPROVALS menu tab  lists all transactions that have been submitted for  

approval, that the user ha s the rights to approve.  
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What can I access through the Main Menu?  

The main menu contains all the platform´s functionalities and can be accessed via the tri-

bar  icon   in the top left corner of the page.  

 

 
 

 

 

 

In addition to the functions outlined via the Quick Menu, you can access:  
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¶ My Transactions  

 

 

 

¶ Settings 

 

¶ Security: This menu option redirects the user to the Internet Banking Security page.  

¶ Frequently Asked Questions  
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Managing the          
Siteõs Administration  
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What is RepublicOnline  Site Administration? 

 In Corporate Republic Online  a Business enterprise is given an Internet Banking Profile; This 

is referred to as the Business Site.  

 The Site comprises all the businessõ companies (if applicable) as well as all their products 
and the services available to them.  

 Each company or business is responsible for administration of their own site and has the 

flexibility to set -up their user how they see fit.  The Bank will only intervene if assistance is 

requested, in cases where there may be a need to troubleshoot an issue.  

 All of the administrative features on any Businessõ Site can be accessed via the Manage  

Tab in either the Quick or Main Men u.  

 

       OR       

 

 

 This section outlines the admistration of the Business Site which will be managed by the 

Site Administrator.  
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What are the responsibilities of the Site Administrator? 

For each Business Site, there  must be a S ite Administrator. The Site Administrator is created 

with the Businessõ Site and by default, this user is given administrative permissions, which 

enables them to conduct all the administrative and maintenance functions of the site. This 

includes the following:  

¶ Creation of users  

¶ Maintenance/amendment of user access (enable, delete etc.)  

¶ Assignment of permissions  

¶ Creation and maintenance of non -monetary approval schemes  

¶ Creation and maintenance of monetary approval schemes  

 

 

 

The Site Administrator also has the permissions to amend their own profile as well as  

to create other Administrators.  
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What are Users, Permissions and Approval Schemes? 

 These are the three (3) elements of any business site and govern how the site will be  

run and more importantly, who will be the key players in the running of the site.  

 It is the responsibility of the Site Administrator to manage all of these, based on the 

companyõs requirements.  

 In essence, the management of users is multi - layered but c an be broken down by 

these three elements:  

 

                     

 

                                        

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1 ð Users: created as a blank slate  

 

2 ð Permissions:  determine what the users can see/do on the site  

 

3- Approval Schemes: define which users can  authorise/approve transactions  
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Users 
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Users (Overview)  

The Site Administrator is created by the Bank and is responsible for the creation of all other 

company users.  This administrator also has permissions to add, amend and delete users.  

There are two types of users that may be created for a Business Site:  

1. Ad ministrator  

2. Basic  

Here are some of the main differences between the 2 types  of Users:  

 

Users Administrator  Basic  

Features  

  

Creation  
When a business site is created 

atleast one(1) Admininstrative  

User must be created with it.  

Basic users are created by the 

Administratve user or Administrator 

subsequent to the creation of the 

site. 

Default rights  
Created with a default set of 

administrative permissions for the 

Site. 

Created with no rights;  in  essence 

a blank slate . 

These users must be granted 

features and permissions by the 

Administrator.  

Non -Monetary functions  

(Administrtive rights: to 

create/amend users, 

permissions, approval 

schemes and so on)  

By default the administrative users 

are grante d these rights.  

No default rights granted upon 

creation, but the administrator 

can grant non -monetary functions 

to these users if required.  

 

Monetary Functions  
By default  these users are not 

granted monetary functions but if 

required, these functions can be 

added.  
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In summary, a business has the flexibilty  to create  any combination of rights 

depending on the business need. In other words, they may create  

¶ User with a dmin istrator rights  only  

¶ Basic User for Monetary transactions only  

¶ Admin istrator  User with permissions for monetary transaction s 

¶ Basic users with a mix monetary and administrative permission  
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How to create a user?  

The User Creation  p rocess entails 4 steps as follows:  

 

 

 

 

 

 

 

 

 

  

 

 

Step 1: Select the Users option under the the Manage section from either the Quick or Main 

Menu  

 

    OR       

You will be redirected to the Users Page.  

Select Users 

Option  

Select 

New User  

Enter User 

Details  

Save  

1. 

2. 

3. 

4. 
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Users Page  

This page contains a master list of all the Siteõs users, and includes the following:  

¶ Username  

¶ First and Last Name  

¶ Type (Basic or Administrator)  

¶ Status 

 

 

 

 

 

 

 

 

 

 

Status 

Filter 

 Add New User

 

Search  

Contextual 

Menu  
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Step 2: Select  New User  

 

 

 

Once this option has been selected you will bw redirectd to the New User  page which 

contains a digital form to be completed for the new user.  
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Step 3:  Enter the User Details  

 

The following data will be requested for each user:  

User data:  

¶ User Type (Basic or Administrator) [Required]  

¶ Username [Required]  

¶ First Name [Required]  

¶ Last Name [Required]  

¶ Date of Birth [Required]  

¶ Identification Type [Required]  

¶ Identification Number [Required]  

¶ Email Address [Required]  

¶ Phone [Optional]  

¶ Mobile Number [Required]  

 

The Administrator may also restrict the user by IP Address. In this way, the user will only have 

access to the companyõs site from a specific location. (Optional Feature)  
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The following information will be requested:  

¶ IP Address 

¶ Description  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 Add New IP address  

Delete 

IP 

address  

Edit IP 

add ress 



Internet Banking- Corporate Users ð Site Administrators 

 

Internet Banking Site Administration User Guide  Issue  Date: 2023 
 
 

65 

Step 4:  Save 

 

Once the required information has been input, s elect one of the following options to 

proceed:  

¶ : to save the new user.  

¶ : to cancel the process  

¶ :to clear all the information entered in the screen.  

¶  to return to the previous page.  

When the new userõs profile is saved, he/she will receive an email notification, advising of 

their username and temporary password.  

The user must then follow the First Login Setup process (25). 
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User Profiles 

To view a user profile, select the òEditó option on the contextual menu of the user, from the 

list.  

 

 

A ð Example of an Administrative User Profile  
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B ð Example of a Basic  User Profile 
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How to Edit a User?  

There may be instances where a userõs profile details need to be updated. 

The process to edit a userõs profile entails 4 steps a follows:  

01 

Step 1: 

Select Users 

Option:  
 

Select the Users option under 

the the Manage  section of 

either menu.  

 

03 

Step 3: 

Amend User 

Details  

Option : 

 

The following details may be amended  

¶ First Name & Last Name  

¶ Email Address  

¶ Phone & Mobile Number  

¶ IP Address (If applicable)  

 

02 

Step 2: 

Select 

Edit: 

Click on the  contextual menu of 

the respective user from the list 

displayed on the Users Page and  

select the òEditó option. (The Userõs 

profile will be displayed).  

 

04 

Step 4: 

Save 
 

Once the information has been edited, you 

can:  

¶ Save  changes.  

¶ Cancel  the process  

¶ Clear all the information entered  

¶ Return to the previous page  



Internet Banking- Corporate Users ð Site Administrators 

 

Internet Banking Site Administration User Guide  Issue  Date: 2023 
 
 

69 

How to Delete a User?  

The process to edit a userõs profile entails 3 steps a follows : 

 

 

 

 

 

 

 

 

 

Step 1: Select Users Option:  

Select the Users option under the the Manage  section of either menu.  

 

Step 2: Select Delete  

Click on the contextual menu of the respective user from the list displayed on the 

Users Page and  select the òDeleteó option.  

 

 

 

Select Users 

Option  

Select Delete  

Confirm Action  

1. 

2. 

3. 
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Step 3: Confirm Action  

When this option is selected, a message box will appear, asking the Administrator to 

confirm the action. Select Confirm  to proceed.  

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

¶ Only the Site Administrator, or users assigned the permission òAdministration- 

Usersó will be able to delete users.  

¶ The Site Administrator cannot delete his/her own profile.  

¶ A user whose profile has pending changes cannot be deleted.  

¶ A company must always  have at least one (1) Site Administrator. Therefore, 

the Site Administrator cannot be deleted unless another one exists for the 

Company.  
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How to Block/Unblock a User?  

The block and /or  unblock feature is used to enable or disable a userõs access when  

required.   

The process to edit a userõs profile entails 3 steps a follows : 

 

 

 

 

 

 

 

 

 

 

 

 

 

Step 1: Select Users Option:  

Select the Users option under the the Manage  section of either menu.  

 

 

Step 2: Select Block/Unblock Option:  

Click on the contextual menu of the respective user from the list displayed on the  

Users Page and  select the òBlock/Unblockó option.  

Select Users 

Option  

Select 

Block/Unblock  

Confirm Action  

1. 

2. 

3. 
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Step 3: Confirm Action  

When this option is selected, a message box will appear, asking the Administrator to 

confirm the action. Select Confirm  to proceed.  

 

 

 

 

 

 
 

¶ An administrator cannot block/unblock its own user  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

¶ An administrator can only unblock a user that was blocked by themselves or 

another company user.  

¶ A user whose profile has pending changes cannot be blocked/unblocked  

¶ A user that was blocked by the Bank  cannot be unblocked by the company  

¶ A user that was blocked by the company  cannot be unblocked by a Bank  

operator  

¶ A user blocked by security device cannot be unblocked by a company 

user. 
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How to Reset a User?  

A Company Administrator may reset Usersõ Passwords and/ or Secret Question if required.  

The process to reset  a userõs profile entails 3 steps a follows:  

 

 

 

 

 

 

 

 

 

 

Step 1: Select Users Option:  

Select the Users option under the the Manage  section of either menu.  

 

Step 2: Select Reset  Option:  

Click on the contextual menu of the respective user from the list displayed on the 

Users Page. Click on the icon to open the òResetó options and select the option 

that needs to be reset (Password or Secret Question).  

 

Select Users Option  

Select Reset  

Confirm Action  

1. 

2. 

3. 



Internet Banking- Corporate Users ð Site Administrators 

 

Internet Banking Site Administration User Guide  Issue  Date: 2023 
 
 

74 

Step 3: Confirm Action:  

When the reset option is selected, a message box will appear, asking the Administrator 

to confirm the action. Select Confirm  to proceed.  

 

For Password Resets: An email will be sent to the user with a new password, which they will 

be required to change at their next login.  

 

For the Resetting of the Secret Question: The user will be prompted to enter a new question and answer at their next 

login 
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Permissions 
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Permissions (Overview) 

Every action in a corporate site is governed by specific permissions.   

Permissions are the rights or access privileges that are granted to all  Republic Online  users. 

These essentially define the access that the Corporate RepublicOnline user will have to the 

different features and transactions.  

Without assigned permissions, users will be able to log on to the Site, but they will not have 

rights to view or conduct any transactions. Therefore,  

Permissions are generally categorised into three (3) groups:  

1. Administrative  ð These are related with the administration and maintenance of the  

                             site, users and so on.  

2. Product  ð Associated with particular products or accounts  

3. General  

 

Examples:  

Permission Name  Description  Permission Type  

Administration ð Users Allows users to view and manage users of a site 

(this permission does not allow user to approve 

creation or edition of users)  

Administrative  

Account - Stop Cheque  Allows users to request the cance llation of a 

cheque  

Product  

(Chequing)  

Financial Status ð Assets and 

Liabilities  

Allows users to view this web part in the 

dashboard  

General  

 

 

 

Refer to Appendices B, C and D to  view the complete lists of all Corporate User Permissions   

 

 

 

The Permissions List is a critical tool for the Site Administrator as it will serve as a 

guide in creating and amending all Corporate user profiles.  
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Permissions Administration  

The Permissions Page contains a master list of all the Business Siteõs usersõ permissions.  

 

To access this page s elect the Permissions option under the the Manage  section of either 

menu.  

 

 

    OR       

 

This action will redirect the use r to the Permissions Page.  

 

 

 

 

 

Only the users assigned the relevant permissions will be able to access to the 

Permissions Configuration. (Refer to Appendix for list of Permissions)  
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Permissions Page  

 

 

 

 

The Permissions Page displays the list with all the Siteõs permissions and their assigned users. 

The list contains t he following  details : 

¶ User (username, and full name)  

¶ Permission  

¶ Product ( where applicable)   

 

 

 

Advanced 

Filter  

Assign 

New 

Permission  

Filters 
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How to assign permissions? 

To assign permissions, go the the Permissions Page and click on the  

link:  

S 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The process entails 4 steps as follows:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TEST 
ACCOUNT 

Select 

User(s) 

Choose 

Products  

Choose 

Features  

Confirm  

1. 

2. 

3. 

4. 
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Step 1: Choose  User  

The master list of all the Site users will be displayed here . Select the radio button next to the 

name of the user you wish to assign permissions to.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TEST ACCOUNT 

Multiple users may be selected in this step, if they all require the same 

permissions.  

 

   -  Enable toggle if the userõs current permissions are to be  

                                                removed/replaced.  

   - Leave toggle off if the user needs to retain their existing  

                                                permissions.  
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Step 2: Choose  Accoun ts 

This screen displays a master list of all available accounts  for which permissions may be 

assigned.  Here the products are categorised by type and may be filtered if required.  

 

 

 

Expand the category to select the relevant product.  

 

 

 

 

 

 

 

 

 

 

 

 

 

TEST 
ACCOUNT 

This step may be skipped if the user does not require permissions related to 

particular products (i.e. if the user is being assigned Administrative or General 

permissions.  

 



Internet Banking- Corporate Users ð Site Administrators 

 

Internet Banking Site Administration User Guide  Issue  Date: 2023 
 
 

82 

Step 3: Choose  Features  

Features refer the relevant rights or access that the user may be granted.  

This screen displays a master list of all available features that may be assigned. If a product 

was selected in the previous step, the list will contain all available features related to the 

selected product.  

 

 

If no product was selected, then only administrative F eatures available on this Site will be 

listed  (as ahown below).  

 

TEST 

ACCOUNT 

TEST ACCOUNT 
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(*)  Denotes the administrative features.  

       - Select required feature and channel by clicking on the relevan t radio button(s) and  

         select  to proceeed to step 4.  

OR 

To make it easier, we have created Permission templates:  

 

 

 

 

TEST ACCOUNT 
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There are six (6) profiles which are associated with  the main functions of internet banking 

users. Once a template is selected, the corresponding  features will be selected from the list 

below.  

- Select the required Permissions Template (or Profile)  from the list provided the 

and  select  to proceeed to step 4.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Permissions may also be restricted by channels whereby a user may be granted 

permissions on one channel only. E.g. Permissions to approve transactions on 

Web only. Please see Appendix E  for description of Permission Templates.  
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Step 4: Confirm  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This step allows the user to review/validate the information entered in the previous step, 

before submitting the changes .  

 

 

Once the information has been verified select Save  to proceed.  

 

To go back to the previous step to edit transaction select Return  

 

To cancel transaction request  select  Cancel  

 

 

 

 

 

TEST ACCOUNT 

XXXXXXXXX

XXX 

Click to 

view details  

Click Save 

to proceed  
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Approval Schemes 
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Approval Schemes (Overview) 

Approval scheme s outline which users have the authorisation  to approve transactions on a 

Business Site. Schemes comprise the scope, as well as the users assigned to the scope and 

their authorisation privileges.  

Approval Schemes are categorised as follows:  

1. Non -Monetary Schemes  

     These schemes comprise:  (1) A function or permission  

                                                    (2) The Users authorised to approve the process  

                                                    (3) The Approval Percentages.  

2.  Monetary Schemes  

    These schemes comprise:  (1) A function or permission  

                                                  (2) The Users authorised to approve the process  

                                                  (3) The Approval Percentages.  

                                                  (4) Transaction Limits  

 

 

Key Elements of Approval Schemes  

 Scope (Permissions + Users) 

 Approval Percentages  

 Approval Limits (Monetary Approval Schemes only)  
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Scope ( Feature and Account ) 

Republic Online  has a n established  list of permissions, that govern every potential action or 

transaction on the system. The Companyõs Administrator is responsible for creating the users 

and assigning them the relevant permissions. In the same way, users who are tasked with 

the responsibility of approving proce sses or transactions, must also be granted the 

permission to approve.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Users who are required to approve must be granted the following permissions  

1. Common Approver : this permission enables the approval rights  

2. Administration -Pending Approvals : this permission allows users to access 

the pending approvals page.   
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Approval Percentages  

All approval schemes contain approval percentages. These define the percentage of 

approval that the assigned users have access to approve, for the particular functionality or 

transaction.   

Example:  

Edit User Profile: User A ð 50% 

                            User B ð 50% 

                            User C ð 100% 

In this scenario, the process can be approved by either User A, B or C. User C has 100% 

approval and can therefore approve alone. However, Users A and B are assigned 50% 

app roval.  This means that if User A approves the transaction, it will only be 50% approved. 

In this case, the request will remain òPending Approvaló until User B or C approves it.  

All transactions require 100% approval. In this example , Users A and B may ap prove 

together or, they may each approve with User C. The requirement is for a minimum of 100% 

but, the  system does not  prevent users if their combined approval percentage exceeds 

100%. 

 

All approval schemes must reach 100% for the scheme to be complete.  
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Example : 

 

Approval Limits  

 

When creating Monetary Approval Schemes, the Administrator has two options;  

- He/she may create the scheme òWithout Amount Limitó, whereby all users assigned 

to the scheme may authorise transactions up to any amount  

OR 

- The scheme may be created where the assigned approvers may only approve up 

to a pre -set limit  

 

Example 1 :  

Scheme X: Transfer of funds from Corporate Account 1   

Limit:   $50,000 

User A ð 50%                     User B ð 50%     User C ð 100% 

In this example, the users have authority to approve the transfer of funds from Account 1 up 

to $50,000. If the transfer  exceeds this limit, these three users would not be able to approve 

it.   

 

 

One user may  be assigned to multiple schemes with varying configurations and 

limits.  
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Example 2: 

Scheme Y: Transfer of funds from Corporate Account 2   

Limit:   -  

User A ð 50%                     User B ð 50%     User C ð 100% 

In this case, we see that the same users have the authority to approve the transfer of funds 

from Account 2 up to any amount,  as a limit was not defined in this scenario.  

 

 

Example 3:  

Scheme Z: Transfer of funds from Corporate Account 1   

Limit:   -  

User A ð 25%                     User B ð 25%     User C ð 50%   User D ð 

100% 

 

This scenario is an example of how the same users may belong to multiple schemes 

involving the same account. In example 1, Users A and B could authorise up to 50% of 

transfers from Account 1, up to $50,000. In Scheme 3, no limit was set. Therefore, if there are 

any fund transfers form Corporate Account 1 exceeding $50,000, the same users may 

authorise, but their approval percentages in this case, are different.  

 

 Scheme X      Scheme Z  

User A                 50% approval up to $50,000   25% approval; unlimited  

User B                  50% approval up to $50,000   25% approval; unlimited  

User C                 100% approval up to $50,000   50% approval; unlimited  

     

One account may be assigned to multiple schemes with varying configurations 

and limits.  
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How to create a Non-Monetary Approval Scheme? 

To access this page s elect the Non -Monetary Approval Schemes  option under the Manage  

section of either menu.  

 

 

 

    OR       

 

 

 

 

 

 

 

Only the users assigned the relevant permissions will be able to access the Non -

Monetary Approval Schemes feature. (Refer to Appendix for list of Permissions)  
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The Non - Monetary Appro val Schemes Page.  

 

This page displays all existing Non -Monetary Approval Schemes.  

 

 

 

Select the   link to create a new approval scheme.  

 

 

 

 

 

 

TEST ACCOUNT 
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Step 1: Select Feature  (Scope of Approval Scheme)  

 

 

 

 

 

Select the required feature by ticking the radio button.  

 

Select  to proceed or  to cancel the request if required.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TEST ACCOUNT 

Select Continue  
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Step 2: Configure New Approval Scheme  

- Click on the   link to configure the Approval Scheme.  

 

 

- Click on the link to add users to the scheme.  

 

 

- Select the users to be added by clicking on the radio buttons.  
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- Input the approval percentages required.  

 

- Click on Confirm  to proceed.  
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This completes the c onfiguration process of the non -monetary approval scheme. The user 

will be redirected to the Scheme Configuration screen.  

 

 

 

   

 

 

 

 

 

 

The available actions are:  

¶ : to confirm the date and proceed  to the next step.  

¶ : to cancel application . 

¶  or : to return to the previous step  
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Step 3: Confirm New Approval Scheme  

- Click Save  to proceed.  

 

- Enter a name for the new scheme in the space provided.  

 

TEST ACCOUNT 
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This step completes the process for creating a New Non -Monetary Approval Scheme.  

Once the scheme is saved the user will be redirected to the Non -Monetary Approval 

Schemes  page where the new scheme will be listed.  

 

 

 

 

 

From the page the user may also edit and delete selected approval schemes 

via the contextual menu of the relevel ant  scheme.  
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How to create a Monetary Approval Scheme? 

To access this page s elect the Monetary Approval Schemes  option under the Manage  

sec tion of either menu.  

 

    OR       

 

 

 

 

 

 

 

 

 

 

Only the users assigned the relevant permissions will be able to access to the 

Non -Monetary Approval Schemes feature. (Refer to Appendix for full list of 

Permissions) 
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The Monetary Appro val Schemes Page  

 

This page displays all existing Monetary Approval Schemes.  

 

 

 

 

 

 

 

 

 

Select the   link to create a new approval scheme.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TEST ACCOUNT 

Pay attention to the Configured and Unconfigured details shown at the top 

of the page, as all Schemes must be configured  (i.e. Approvers must be 

established)  for users to perform those transa c tions.  
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Step 1: Select  Scope  

 

 

 

 

Select the required feature by ticking the radio button.  

Select  to proceed or  to cancel the request if required.  

 

 

 

TEST ACCOUNT 

Feature + Product = Scope  

 

The product  attached to the scope will serve as the debit account in the 

scheme.   

 








































































































































